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Motivation: Distributed Storage
Setting
• File F (Data) is distributed among multiple nodes
• Failures are unavoidable→ data must remain available

Naive Solution: 3× Replication

F F
Node 1

F
Node 2

F
Node 3

• Tolerates up to 2 node failures
• But 200% storage overhead

Scale Problem: Storage of tremendous amounts of data −→ Replication is inefficient
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RAID-5 [PGK88]

File F
F1 F2 F3 F1

Node 1
F2

Node 2

F3

Node 3

f4

Node 4

where f4 = F1 ⊕F2 ⊕F3.

• Tolerates up to 1 failure
• ≈ 33% storage overhead

Key Question: Can we tolerate t > 1 failures while storing data with small storage overhead?
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Erasure Codes
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Erasure Codes
An erasure code splits data F into fragments so that the original data can still be recovered
even if some fragments are lost.

F
Encoding

f1

Node 1

f2

Node 2

f3

Node 3

fn

Node n
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Erasure Codes
An erasure code splits data F into fragments so that the original data can still be recovered
even if some fragments are lost.
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Node 2
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fn

Node n

Decoding
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Erasure Codes
Maximum-distance separable (MDS) codes (e.g., Reed-Solomon codes [RS60])
• Data is divided into k pieces and encoded into n > k fragments of equal size
• Reconstruction of data is possible with any k out of n fragments

F1 F2 F3 F4 F5
Encoding

f1 f3 f4 f5 f7f2 f6

Decoding

F1 F2 F3 F4 F5

Storage Overhead Fault Tolerance
3× Replication 200% 2 failures
Reed-Solomon code (n = 7, k = 5) 40% 2 failures
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Overview: Code Families
There is no universally “optimal” code→ the choice depends on the system’s priorities.
• How much storage/memory is available?
• How many failures must be tolerated?
• How fast/efficient must repair of a lost fragment be?

Erasure Codes

MDS
codes

Locally Recoverable
codes

Regenerating
codes

MSR MBR

Fountain
codes

· · ·
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Codes: Formal Definitions

A linear [n, k]q-code C is a k-dimensional subspace of Fn
q, where

• n: length of C • k: dimension of C • k/n: rate of C

C is specified by a generator matrix G ∈ Fk×n
q , whose rows form a basis for C:

C = {mG : m ∈ Fk
q }

Example (Binary Repetition Code)
• q = 2,n = 3, k = 1
• C = {000, 111}

→ 3× Replication

0

1

000

111

G =
(
1 1 1

)
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Encoding of a File
Represent file F as a vector of length k over Fq:

F = (F1,F2, . . . ,Fk) ∈ Fk
q

F1 F2 Fk· · · · G ∈ Fk×n
q

f1 f2 fk· · · fk+1 · · · fn

Systematic form of G:

F1 F2 Fk· · · · G =
[
Ik A

]
F1 F2 Fk· · · fk+1 · · · fn

where
• Ik is the identity matrix of size k
• A ∈ Fk×(n−k)

q

University of Bern 8/42



Encoding of a File
Represent file F as a vector of length k over Fq:

F = (F1,F2, . . . ,Fk) ∈ Fk
q

F1 F2 Fk· · · · G ∈ Fk×n
q

f1 f2 fk· · · fk+1 · · · fn

Systematic form of G:

F1 F2 Fk· · · · G =
[
Ik A

]
F1 F2 Fk· · · fk+1 · · · fn

where
• Ik is the identity matrix of size k
• A ∈ Fk×(n−k)

q

University of Bern 8/42



Arrange Files as Matrices

Problem: Encoding an entire M-byte file at once requires memory ≥ M bytes
−→ infeasible for GB/TB files
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Encoding File as Matrix
Represent file F as a matrix of size e× k over Fq

F1 F2 F3 Fk

G

f1 f2 f3 f4 fn

n fragmentsk data chunks

e

where
• Fi ∈ Fe

q are data chunks C ⊆ (Fe
q)

n
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Systematic Encoding
Represent file F as a matrix of size e× k over Fq

F1 F2 F3 Fk

G =
[

Ik A
]

F1 F2 F3 Fk fk+1 fn

n fragmentsk data chunks

e

where
• Fi ∈ Fe

q are data chunks C ⊆ (Fe
q)

n
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Storage System as Communication Channel
Storage

f1

Node 1

f2

Node 2

f3

Node 3

fn

Node n

Writer

f1

f2

f3

fn

Reader

f ′1

f ′2

f ′3

f ′n
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Failure Model

0 0

1 1

1− δ

δ

1− δ

• δ error probability
• Error position unknown

Binary Symmetric Channel

0 0

1 1

⊥

1− δ

δ

δ

1− δ

• δ failure probability
• Erasure position known,

content lost

Binary Erasure Channel
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Error Correction Capability

Hamming Distance
d(u, v) = |{i : ui ̸= vi}|

where u, v ∈ Fn
q.

Minimum Distance of a linear code C

d(C) = min
c1 ̸=c2∈C

d(c1, c2)
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Error Correction Capability

1

1

0

⊥

⊥

1

0

1

0

1

1

1

1

0

0

equal

equal

equal

differ

differ

equal

equal

equal

differ

differ

c1 y c2

d(c1, c2) < d

Erasure Model: An [n, k]q-linear code can
correct up to

d− 1 erasures

⇔ reconstruction threshold κ is

κ = n− d + 1
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Error Correction Capability
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Erasure Model: An [n, k]q-linear code can
correct up to

d− 1 erasures

⇔ reconstruction threshold κ is

κ = n− d + 1

Example (Binary Repetition Code)
• q = 2,n = 3, k = 1, C = {000, 111}
• Minimum Distance d = 3 −→ κ = 1
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Error Correction Capability

c1

c3

c2

Fn
q

y d(C)

d−1
2

Error Correction Model: An [n, k]q-linear
code with distance d can correct up to:

⌊
d− 1

2

⌋
errors.
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Error Correction Capability

c1

c3

c2

Fn
q

y d(C)

d−1
2

Error Correction Model: An [n, k]q-linear
code with distance d can correct up to:

⌊
d− 1

2

⌋
errors.

Example (Binary Repetition Code)
• q = 2,n = 3, k = 1, C = {000, 111}
• Minimum Distance d = 3 −→ 1 error

correction
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Singleton Bound and MDS codes

Singleton Bound: For any [n, k]q-linear code with minimum distance d it holds

d ≤ n− k + 1

Codes achieving equality are called Maximum-distance separable (MDS) codes.
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Singleton Bound and MDS codes

Singleton Bound: For any [n, k]q-linear code with minimum distance d it holds

d ≤ n− k + 1

Codes achieving equality are called Maximum-distance separable (MDS) codes.

MDS Codes Applications
• Asynchronous Verifiable Information Dispersal (AVID) [CT05]
• Reliable Broadcast: MiniCast [LS25]
• BFT Protocols: DispersedLedger [YPAKT22]
• Consensus and Blockchain: DispersedSimplex [Sho24], Solana Alpenglow [KSW25]
• Data Availability Sampling [HSW24]
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Reed-Solomon Codes

Let α1, . . . , αn ∈ Fq be pairwise distinct, where q ≥ n. The code defined by

RS(n, k) = {(h(α1), . . . ,h(αn)) | h ∈ Fq[x]<k}
is called Reed-Solomon code with length n and dimension k.

(F1,F2, . . . ,Fk)

File ∈ Fk
q

h(x) =
k−1∑
i=0

Fi · xi

Polynomial ∈ Fq[x]<k

(h(α1),h(α2), . . . ,h(αn))

Codeword ∈ Fn
q

Encoding Evaluate

κ = k −→ Tolerates t = n− k erasures
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Reed-Solomon Codes
Generator matrix: k× n- Vandermonde matrix over Fq, where αi ∈ Fq are pairwise distinct

G =




1 1 . . . 1
α1 α2 . . . αn
...

...
αk−1

1 αk−1
2 . . . αk−1

n


 ∈ Fk×n

q .

Applications in Storage

n k Storage Overhead Fault Tolerance
SSRI [GGJR00] n n − 2t 2t/(n − 2t) 2t
Google Colossus [Fik10] 9 6 50% 3
Pelican [Bal+14] 18 15 20% 3
Facebook f4 [Sub+14] 14 10 40% 4
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Advanced Properties of Codes
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Outline

Fixed-Rate Codes:

• Locally Recoverable Codes [PD14]

• Regenerating Codes [DGWWR10]

Rateless Codes:

• Fountain Codes [Mac05]

• LT-Codes [Lub02]

• Raptor Codes [Sho06]
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The Repair Bottleneck
What if a node failed? How to efficiently “repair” its fragment?

Problem: To repair a single failed node in an [n, k]q-MDS code
• Must contact k surviving nodes
• Download their fragments
• Reconstruct original data and re-encode missing fragment

−→ very expensive for large k
Example RS(7, 5)

F1 F2 F3 F4 F5
Encoding

f1 f3 f4 f5 f6 f7f2

f2 Replacement node

f1 f2 f3 f4 f5 f6 f7
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Locally Recoverable Codes [PD14]

An [n, k]q-code C encoding data F of size M into n fragments of size α is a locally
recoverable code (LRC) with repair degree r and reconstruction threshold κ > r if
• Any κ fragments suffice to reconstruct F
• Any lost fragment can be repaired by accessing at most r other fragments.

F
Encoding

M

f1 f3 fnf2

α α α α

f2 Replacement nodef1 f2 f3 fn

αα α r helper nodes
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Example
LRC with parameters n = 7,M = 12, k = 4, α = 3, threshold κ = 5 and repair degree r = 2

1
0
1

0
1
1

0
1
0

0
1
0

File
1
0
1

0
1
1

0
1
0

0
0
1

1
1
1

1
0
0

1
1
0

f1 f2 f3 f4 f5 f6 f7

Encoding

f1

f2 f3

f4 f5

f6

f7

Fano Plane

α

k

n

fi = fj ⊕ fk, if fi, fj, fk are on the same line
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Distance – Repair Degree Trade-off

For an LRC with repair degree r and parameters n,M, k, α, it holds

d ≤ n−
⌈

M
α

⌉
−

⌈
M

r · α

⌉
+ 2

Trade-Off
Code Repair degree r Distance d
MDS (n, k) κ = k n− k + 1
LRC (M = k · α) ≪ κ ≤ n− k− ⌈k/r⌉+ 2

Applications
Microsoft Azure [Hua+12]
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Regenerating Codes [DGWWR10]

An [n, k]q-code C encoding data F of size M into n fragments of size α is a regenerating
code with repair degree r and reconstruction threshold κ if
• Any κ fragments suffice to reconstruct F .
• A lost fragment can be repaired by downloading information of size β ≤ α from r

other nodes.

F
Encoding

M

f1 f3 fnf2

α α α α

f2 Replacement node
f1 f2 f3 fn

φ
φ φ

β

β
β

r helper nodes
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Example
Regenerating code with parameters n = 4,M = 4, k = 2, α = 2, β = 1, threshold κ = 2 and
repair degree r = 3

a c

b d

k

α

n

Encoding

Node 1

a

b

Node 2

c

d

Node 3

a ⊕ c

b ⊕ d

Node 4

a ⊕ d

b ⊕ c ⊕ d
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Example
Regenerating code with parameters n = 4,M = 4, k = 2, α = 2, β = 1, threshold κ = 2 and
repair degree r = 3

a c

b d

k

α

n

Encoding

Node 1

a

b

Node 2

c

d

Node 3

a ⊕ c

b ⊕ d

Node 4

a ⊕ d

b ⊕ c ⊕ d

a ⊕ b a ⊕ b ⊕ c ⊕ d a ⊕ b ⊕ c

⊕ ⊕ ⊕

Node 2

c

d

⊕
⊕

Replacement Node
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Network Coding: Multicast Model

Goal: All receivers want to get the same data at the same time.

S

R1

R2

R3

nodes
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Example: Butterfly Network
Classical Routing
• Nodes can only forward incoming

packets.

Network Coding
• Nodes can combine received packets.

S

R1

R2

a a

b a

a

a

b

a

b

S

R1

R2

a a⊕ b

b a⊕ b

a

a⊕ b

b

a

b

Applications
• Random Linear Network Coding: Gossiping in P2P Networks [Nic+25]
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S
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a
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b

a

b

Network coding is a method of attaining maximum information flow in a multicast
network.

Applications
• Random Linear Network Coding: Gossiping in P2P Networks [Nic+25]
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Storage – Bandwidth Trade-off for Regenerating
Codes

Goal: Find relation between

• File size M
• Storage per node α

• Repair bandwidth rβ

−→ Consider repair problem as an information flow graph in the multicast setting.
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Information Flow Graph

S

α

α

α

r
in

β

β

β

α

in
r − 1

β

β

β

α

in

r − 2

β

β

β

α

· · ·

DC
β
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Information Flow Graph

S

α

α

α

r
in

β

β

β

α

in
r − 1

β

β

β

α

in

r − 2

β

β

β

α

· · ·
Cut

DC
β

Fundamental Bound:

M ≤
κ−1∑

i=0
min{α, (r − i)β} −→ Network Coding can achieve this bound
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Trade-off Curve for Regenerating Codes
α

β · r
0.26 0.28 0.3 0.32 0.34 0.36

0.2

0.21

0.22

0.23

0.24

0.25

0.26

0.27

0.28

0.29

0.3

MBR

MSR

n = 10,M = 1, κ = 5

Minimum Storage Regenerating (MSR)

• α = M
κ

• β = M
κ(r−κ+1) where r = n− 1

Minimum Bandwidth Regenerating (MBR)

• α = 2Mr
2κr−κ2+κ

• β = α
r where r = n− 1

University of Bern 30/42



Limitation of Fixed-Rate Codes

Problem:

• A sender transmits data to many receivers at once (e.g, broadcast, multicast,
streaming).

• Depending on the failure probability, classical codes fix n and k in advance.
• Too little redundancy: Some receivers fail
• Too much: Inefficient

University of Bern 31/42



Limitation of Fixed-Rate Codes
Problem:

• A sender transmits data to many receivers at once (e.g, broadcast, multicast,
streaming).

• Depending on the failure probability, classical codes fix n and k in advance.
• Too little redundancy: Some receivers fail
• Too much: Inefficient

University of Bern 31/42



Fountain Codes [Mac05]

• The number of
fragments can be
determined on the fly
from k data packets.

• Any k(1 + ε) fragments
for small ε > 0 allows
for reconstruction with
high probability.
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LT Codes [Lub02]
For simplicity assume F ∈ Fk

2

File F

F1 F2 F3 F4 Fk· · ·Degree Distribution

Degree Probability

1

2

3

4

5

6

p1

p2

p3

p4

p5

p6

...
...

⊕

Choose two random
data packets

→ f1 = F3 ⊕Fk
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Decoding LT codes: Bit Flipping
F1 F2 F3

0 1 11

1 F2 F3

0 1 1

1 F2 F3

01 1

1 0 F3

1 1

1 0 F3

1 1

1 0 1
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Decoding LT codes
In order that decoding works:

• Many fragments must have low degree

• Some fragments must have high degree
so that there are no data packets that
are connected to no-one.

• Average degree of fragments should be
small for fast encoding and decoding

Complexity Cost: O(k · ln(k))
−→ using soliton degree distribution

Bins: Data Packets
Balls: Linked Edges

F1 F2 F3 F4 F5

⊕ ⊕ ⊕ ⊕ ⊕
Average balls per bin ≈ ln(k)
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Raptor Codes [Sho06]
Goal: Reduce Complexity of LT codes −→ Raptor Codes [Sho06] have linear time encoding
and decoding

• Concatenating a weakened LT code with an outer fixed-rate code.

• Average degree of weakened LT code is about 3

• A fraction of data packets can have no connections to fragments −→ can be tolerated
by the outer code

Applications
• MonadBFT [JB25]
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Raptor Codes [Sho06]
k

k̃

t ≥ f · k̃

n

fraction of empty bins:

e−N/k̃ ≈ e−d ≈ f

• N : # balls/edges
• d : average degree

Outer Code with
fault tolerance t

Weakend LT code with
• failure rate f
• average degree d
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Monotone Erasure Codes [BCALC26]
Classical fixed-rate codes:

Threshold Access Structure
A ⊆ 2P , with P a set of nodes
and |A| = κ for all A ∈ A.

General Access Structure
A ⊆ 2P

Monotone Erasure Codes
Let F be a file, G = G1 × . . .× Gn where Gi are (possibly different) sets.

F Encode g = (g1, . . . ,gn) ∈ G

Node 1 . . . Node n

Completeness: The nodes in each A ∈ A are able to reconstruct F
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Random Linear Fountain Codes
Let Fi ∈ Fe

2

F1 F2 F3 Fk

G =




1 0 1 0 · · ·
1 1 0 0 · · ·
...

...
...

...
1 0 0 1 · · ·

Encode

f1 f2 f3 f4

k data chunks

e
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Random Linear Fountain Code
What is the chance that the receiver will be able to recover the original data?

• If N < k −→ no reconstruction possible
• If N = k −→ probability that a random k× k binary matrix is invertible:

k−1∏

i=0

(
1− 2−(k−i)

)
≈ 0.289 for k ≥ 10

• If N = k + ϵ −→ Failure probability δ(ϵ):

δ(ϵ) ≤ 2−ϵ
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Random Linear Fountain Code
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Setting
• Network of n nodes P1, . . . ,Pn communicating via p2p authenticated channels
• Network is asynchronous
• t < n

3 nodes may be Byzantine
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Overview

1. Asynchronous verifiable information dispersal (AVID)

2. AVID Improvements

3. Reliable Broadcast

4. RB Improvements

University of Bern 3/45



Asynchronous verifiable information dispersal
(AVID)
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AVID
Goal: allow a client Ps to distribute some data among n servers, of which up to t might be
Byzantine, in such a way that a reader Pr can always recover the stored data correctly.

Ps Pr
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AVID
Goal: allow a client Ps to distribute some data among n servers, of which up to t might be
Byzantine, in such a way that a reader Pr can always recover the stored data correctly.

An asynchronous verifiable information dispersal (AVID) protocol [CT05] is made of two
functions:

• Disperse: a client Ps distributes a file F using an [n, k]-erasure code
• Retrieve: any client can reconstruct F from k fragments
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AVID Properties
Termination. If Ps is honest, then all honest servers eventually complete the dispersal.

Agreement. If some honest server completes the dispersal, then all honest servers
eventually complete the dispersal.

Availability. If k honest servers complete the dispersal, and an honest client Pr starts the
retrieval protocol, then it eventually reconstructs some file F′.

Correctness. If k honest servers complete the dispersal, then there exists a fixed value G
such that:

1. If Ps is honest and has dispersed a file F, then G = F.
2. If an honest client Pr reconstructs a file F′, then G = F′.
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AVID Protocol
Let:
• n = 3t + 1 and k = t + 1
• [f1, . . . , fn] = Encode(F) be the encoding of the file F (computed by Ps)
• D = [H(f1), . . . ,H(fn)] be the vector of hashes of the fragments

F → Disperse → (D, fj)

"retrieve"→ Retrieve → F′
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Disperse

Ps

...

D, f1

D, f2

D, fj

D, fn
...

...

D, f ′i

SEND ECHO READY

2t + 1 2t + 1

t + 1

Verify fj

F′ = Decode([fj1 , . . . , fj2t+1 ])

[f ′1 , . . . , f ′n] = Encode(F′)

H(f ′i )
?
= D[i]

Verify {f ′jℓ′ }ℓ′∈[2t+1]Verify {fjℓ}ℓ∈[2t+1]
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Retrieve
Pr collects k = t + 1 valid fragments and decodes them to retrieve F′

Pr

...

Pr

D, f1

D, f2

D, fi

D, fn

RETRIEVE SEND

t + 1
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Proof sketch
Agreement. If some honest server completes the dispersal, then all honest servers

eventually complete the dispersal.

Ps

...

D, f1

D, f2

D, fj

D, fn
...

...

SEND ECHO READY

2t + 1 2t + 1

t + 1
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Proof sketch
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Proof sketch
Agreement. If some honest server completes the dispersal, then all honest servers

eventually complete the dispersal.

Ps

...

D, f1

D, f2

D, fj

D, fn
...

...

SEND ECHO READY

2t + 1 t + 1

t + 1

=⇒ all honest servers (2t + 1)
send READY
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Proof sketch
Correctness. If k honest servers complete the dispersal, then there exists a fixed value G

such that:
1. If Ps is honest and has dispersed a file F, then G = F.

Ps

...

D, f1

D, f2

D, fj

D, fn
...

...

SEND ECHO READY

2t + 1 2t + 1

t + 1

G = Decode(fi1 , . . . , fit+1)
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Proof sketch
Correctness. If k honest servers complete the dispersal, then there exists a fixed value G

such that:
1. If Ps is honest and has dispersed a file F, then G = F.
2. If an honest client Pr reconstructs a file F′, then G = F′.

Ps

...

D, f1

D, f2

D, fj

D, fn
...

...

SEND ECHO READY

2t + 1 2t + 1

t + 1

F′ = Decode(fj1 , . . . , fjt+1)

G = Decode(fi1 , . . . , fit+1)
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Efficiency measures
Communication complexity: bit length of messages sent by all parties

Storage complexity: overall bit length of the information stored by honest servers after they
have completed the dispersal protocol
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Efficiency of AVID
Communication complexity: O(n2 |F|

k + n3κ) = O(n|F|+ n3κ) (Disperse)

Ps

...

D, f1

D, f2

D, fj

D, fn
...

D, fi

...

D, f ′i

SEND ECHO READY

Each party sends (D, fi)

to the other n, where
|fi| = |F|

k and |D| = nκ

→ O(n |F|
k + n2κ)

2t + 1 2t + 1
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Efficiency of AVID
Communication complexity: O(n|F|+ n3κ) (Disperse) + O(|F|+ n2κ) (Retrieve)

Pr

...

Pr

D, f1

D, f2

D, fi

D, fn

RETRIEVE SEND

t + 1

O(n) nodes send (D, fi) to Pr

→ O(n |F|
k + n2κ)
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Efficiency of AVID
Communication complexity: O(n|F|+ n3κ) (Disperse) + O(|F|+ n2κ) (Retrieve)

Storage complexity: O(n |F|
k + n2κ) = O(|F|+ n2κ)

Can we improve efficiency?
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AVID Improvements
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Commitment scheme
A commitment scheme allows a committer to publish a value C (commitment) satisfying the
following two properties:

• binding: C binds the committer to a message M;

• hiding: C reveals no information about M.

Example: In AVID, D = [H(f1), . . . ,H(fn)] is a commitment to [f1, . . . , fn].
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Commitments
• Hash vector: [H(f1), . . . ,H(fn)]→ O(κn)

• Merkle tree: (τ, πj) where τ is the root of the Merkle tree of [f1, . . . , fn] and πj is the
authentication path of fj → O(κlog(n))
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AVID-H

Ps

...

τ, π1, f1

τ, π2, f2

τ, πj, fj

τ, πn, fn
...

...

τ, πi, f ′i

SEND ECHO READY

2t + 1 2t + 1

t + 1

Verify fj Verify {fjℓ}ℓ∈[2t+1] Verify {f ′jℓ′ }ℓ′∈[2t+1]

→ O(n|F|+ κn2log(n))
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Commitments
• Hash vector: [H(f1), . . . ,H(fn)]→ O(κn)

• Merkle tree: (τ, πj) where τ is the root of the Merkle tree of [f1, . . . , fn] and πj is the
authentication path of fj → O(κlog(n))

• Homomorphic fingerprints [HGR07]: universal hash functions preserving the algebraic
structure of the fragments→ O(κn)

• Polynomial commitments

[f1, . . . , fn]←→ Φ(x) =
n−1∑

i=0
Φixi s.t. Φ(i) = fi
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KZG Commitments
Setup

• G,GT groups of order p and g generator of G
• bilinear pairing e : G×G→ GT
• α← Z∗

p

• srs =
(
g,gα,gα2

, . . . ,gαd) ∈ Gd+1

Commit(Φ)

Given Φ(X) =
∑d

i=0 ΦiXi over Fp, the com-
mitment to Φ(X) is

C = gΦ(α) =
d∏

i=0
gαiΦi

Witness(Φ, z)
Compute y = Φ(z) and

wz = g
Φ(α)−y
α−z
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KZG Commitments
Verify(C, z, y,wz)

Given the commitment C, two field elements z, y, and the witness wz = g
Φ(α)−y
α−z , check

e(C,g) ?
= e(wz,gα/gz) e(g,g)y

which holds iff Φ(z) = y.

Homomorphic property

If Φ̃(X) = Φ1(X) + Φ2(X), then:
• C̃ = gΦ1(α)+Φ2(α) = C1 · C2
• Φ̃(z) = Φ1(z) + Φ2(z) = y1 + y2 and w̃z = w1

z · w2
z
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Commitments
• Hash vector: [H(f1), . . . ,H(fn)]→ O(κn)
• Merkle tree: (τ, πj) where τ is the root of the Merkle tree of [f1, . . . , fn] and πj is the

authentication path of fj → O(κlog(n))
• Homomorphic fingerprints [HGR07]: universal hash functions preserving the algebraic

structure of the fragments→ O(κn)
• Polynomial commitments

• KZG [KZG10]: polynomial commitment (single group element) and constant-sized witnesses
to verify evaluations → O(κ) Drawback: TRUSTED SETUP

• Succinct cryptographic proofs (Bulletproofs [Bün+18]): polynomial commitment (single
group element) and logarithmic-sized witnesses to verify evaluations → O(κlog(n)) Gain:
NO TRUSTED SETUP

• Catalano-Fiore vector commitments [CF13]: RSA-based, constant-size commitments and
constant-size authentication information→ O(κ) Drawback: TRUSTED SETUP +
computationally expensive

University of Bern 27/45



Commitments
• Hash vector: [H(f1), . . . ,H(fn)]→ O(κn)
• Merkle tree: (τ, πj) where τ is the root of the Merkle tree of [f1, . . . , fn] and πj is the

authentication path of fj → O(κlog(n))
• Homomorphic fingerprints [HGR07]: universal hash functions preserving the algebraic

structure of the fragments→ O(κn)
• Polynomial commitments

• KZG [KZG10]: polynomial commitment (single group element) and constant-sized witnesses
to verify evaluations → O(κ) Drawback: TRUSTED SETUP

• Succinct cryptographic proofs (Bulletproofs [Bün+18]): polynomial commitment (single
group element) and logarithmic-sized witnesses to verify evaluations → O(κlog(n)) Gain:
NO TRUSTED SETUP

• Catalano-Fiore vector commitments [CF13]: RSA-based, constant-size commitments and
constant-size authentication information→ O(κ) Drawback: TRUSTED SETUP +
computationally expensive

University of Bern 27/45



Commitments
• Hash vector: [H(f1), . . . ,H(fn)]→ O(κn)
• Merkle tree: (τ, πj) where τ is the root of the Merkle tree of [f1, . . . , fn] and πj is the

authentication path of fj → O(κlog(n))
• Homomorphic fingerprints [HGR07]: universal hash functions preserving the algebraic

structure of the fragments→ O(κn)
• Polynomial commitments

• KZG [KZG10]: polynomial commitment (single group element) and constant-sized witnesses
to verify evaluations → O(κ) Drawback: TRUSTED SETUP

• Succinct cryptographic proofs (Bulletproofs [Bün+18]): polynomial commitment (single
group element) and logarithmic-sized witnesses to verify evaluations → O(κlog(n)) Gain:
NO TRUSTED SETUP

• Catalano-Fiore vector commitments [CF13]: RSA-based, constant-size commitments and
constant-size authentication information→ O(κ) Drawback: TRUSTED SETUP +
computationally expensive

University of Bern 27/45



AVID Improvements

Scheme Dispersal
Cost

Retrieval
Cost

Storage
Cost (total)

Setup Commitment

AVID [CT05] O(n|F|+ κn3) O(|F|+ κn2) O(|F|+ κn2) None Hash vector
AVID-H [CT05] O(n|F|+ κn2 log n) O(|F|+ κn log n) O(|F|+ κn log n) None Merkle tree
AVID-FP [HGR07] O(|F|+ κn3) O(|F|+ κn2) O(|F|+ κn2) None Homomorphic FP
AVID-2 [ADVZ21] O(|F|+ κn2) O(|F|+ κn log n) O(|F|+ κn log n) CRS Bulletproofs
AVID-1 [ADVZ21] O(|F|+ κn2) O(|F|+ κn) O(|F|+ κn) Trusted KZG
AVID-M [YPAKT22] O(|F|+ κn2) O(|F|+ κn log n) O(|F|+ κn log n) None Merkle tree
Near-optimal AVID [Alh+22b] O(|F|+ κn2) O(|F|+ κn) O(|F|+ κn) None Hash vector
Lower bound Ω(|F|+ n2) Ω(|F|+ n) Ω(|F|) — —

Table: Comparison of dispersal schemes by communication and storage costs.
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Reliable Broadcast
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Reliable broadcast
A protocol for reliable broadcast allows a sender to broadcast a message F to all servers
such that either all or no honest server delivers F, even if the sender is faulty.
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Reliable broadcast properties
Validity. If the sender is honest and broadcasts F, then every honest node eventually

delivers F.

Agreement. If two honest nodes deliver messages F and F′, then F = F′.

Integrity. Every honest node delivers at most one message F.

Totality. If an honest node delivers F, then all honest nodes eventually deliver F.
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RB ⇐⇒ AVID
RB =⇒ AVID

A reliable broadcast protocol can be used to agree on the commitment relative to the file
being dispersed.

AVID =⇒ RB

Combine Disperse and Retrive, so that at the end of Disperse, each server retrieves the
whole file and stores it (instead of storing a single fragment).
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AVID-H

Ps

...

τ, π1, f1

τ, π2, f2

τ, πj, fj

τ, πn, fn
...

...

τ, πi, f ′i

SEND ECHO READY

2t + 1 2t + 1

t + 1

Verify fj Verify {fjℓ}ℓ∈[2t+1] Verify {f ′jℓ′ }ℓ′∈[2t+1]

→ store (τ, πj, fj)
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Reliable broadcast from AVID-H

Ps

...

τ, π1, f1

τ, π2, f2

τ, πj, fj

τ, πn, fn
...

...

τ, πi, f ′i

SEND ECHO READY

2t + 1 2t + 1

t + 1

Verify fj Verify {fjℓ}ℓ∈[2t+1] Verify {f ′jℓ′ }ℓ′∈[2t+1]

→ store F̄

→ O(|F|n + κn2log(n))

→ each honest server stores (τ, πj, fj)
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RB Improvements
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RB Improvements

RB from AVID-H: O(|F|n + κn2log(n))

Dissemination

≈ 3|F|n
Lower bound: |F|n

Control

O(κn2log(n))
Lower bound: Ω(n2)
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RB Improvements (Dissemination)

RB protocol Communication complexity
Bracha O(|F|n2)
RB from AVID-H [CT05] ≈ 3|F|n + O(κn2log(n))
[Loc24] ≈ 2|F|n + O(κn2log(n))
MiniCast [LS25] ≈ 1.5|F|n + O(κn2log(n))
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MiniCast
Idea: encode F into fragments [f1, . . . , fn] using an [n, 2t + 1]-erasure code, and then encode
each fragment fi into mini-fragments ϕji using an [n, t + 1]-erasure code.

f1

ϕ11
ϕ21
ϕ31

ϕ41

f2

ϕ12
ϕ22
ϕ32

ϕ42

f4

ϕ14
ϕ24
ϕ34

ϕ44

f3

t + 1
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MiniCast

Ps

...

τ, π1, f1

τ, π2, f2

τ, πj, fj

τ, πn, fn
...

τ

...

τ, πi, fi

...

ϕji

SEND ECHO VOTE CONFIRM

2t + 1 2t + 1 2t + 1

t + 1, {ϕij}j=j1,...,jt+1 → fi

Communication complexity: ≈ 1.5|F|n + O(κn2log(n))
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RB Improvements

RB from AVID-H: O(|F|n + κn2log(n))

Dissemination

≈ 1.5|F|n
Lower bound: |F|n

Control

O(κn2log(n))
Lower bound: Ω(n2)
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RB Improvements (Control)

Scheme Communication Cost Assumptions
Broadcaster Other node Total

Bracha O(n|F|) O(n|F|) O(n2|F|) None (error-free)

RB from AVID-H O(|F| + κn log n) O(|F| + κn log n) O(n|F| + κn2 log n) Hash
Das et al. [DXR21] O(n|F| + κn) O(|F| + κn) O(n|F| + κn2) Hash
CCBRB [Alh+22a] O(|F| + κn2) O(|F| + κn) O(n|F| + κn2) Hash
BalCCBRB [Alh+22a] O(|F| + κn) O(|F| + κn) O(n|F| + κn2) Hash

Nayak et al. [NRSVX20] O(n|F| + κn) O(|F| + κn) O(n|F| + κn2) q-SDH+DBDH+TSetup
SigBRB [Alh+22a] O(n|F| + κn + n log n) O(|F| + κ + n log n) O(n|F| + κn + n2 log n) ThrSig + TSetup
BalSigBRB [Alh+22a] O(|F| + κn + n log n) O(|F| + κ + n log n) O(n|F| + κn + n2 log n) ThrSig + TSetup

Lower bound Ω(|F| + n) Ω(|F| + n) Ω(n|F| + n2) —
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BalCCBRB [Alh+22a]
Parametrized by an external predicate P()

• The sender only sends fragments of a message F (no commitment), produced using an
error-correcting code

• Once nodes receive enough fragments, they decode them to get a message F′

• Each node verifies that P(F′) = true

• If P(F′) = true, node i sends (READY, fj,H(F′)) to each other node j

• Upon receiving enough READY messages for the same H(F′), each node decodes the
received fragments and outputs the result

Communication complexity: O(n|F|+ κn2)
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Near-optimal AVID [Alh+22b]
Idea: use BalCCBRB to agree on the hash vector D = [H(f1), . . . ,H(fn)] with external predicate
P() s.t. P(D) = true ⇐⇒ H(fi) = D[i]

Ps

...

f1

f2

fj

fn

BalCCBRB(D)

...

D

D

D

D

[d′
1, . . . ,d′

n] = Encode(D,n, t + 1)

→ store [fi,d′
i ,H(D)]
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Near-optimal AVID [Alh+22b]

Pr

...

RETRIEVE

RETRIEVE
RETRIEVE

RETRIEVE

Pr

f1,d′
1,H(D)

f2,d′
2,H(D)

fi,d′
i ,H(D)

fn,d′
n,H(D)

RETRIEVE SEND

t + 1

D′ = Decode([d′
i1 , . . . ,d′

it+1
])

F′ = Decode([fi1 , . . . , fit+1 ])

→ if H(F′[i]) = D′[i]
for all i ∈ [n], output F′
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AVID Improvements

Scheme Dispersal
Cost

Retrieval
Cost

Storage
Cost (total)

Setup Commitment

AVID [CT05] O(n|F|+ κn3) O(|F|+ κn2) O(|F|+ κn2) None Hash vector
AVID-H [CT05] O(n|F|+ κn2 log n) O(|F|+ κn log n) O(|F|+ κn log n) None Merkle tree
AVID-FP [HGR07] O(|F|+ κn3) O(|F|+ κn2) O(|F|+ κn2) None Homomorphic FP
AVID-2 [ADVZ21] O(|F|+ κn2) O(|F|+ κn log n) O(|F|+ κn log n) CRS Bulletproofs
AVID-1 [ADVZ21] O(|F|+ κn2) O(|F|+ κn) O(|F|+ κn) Trusted KZG
AVID-M [YPAKT22] O(|F|+ κn2) O(|F|+ κn log n) O(|F|+ κn log n) None Merkle tree
Near-optimal AVID [Alh+22b] O(|F|+ κn2) O(|F|+ κn) O(|F|+ κn) None Hash vector
Lower bound Ω(|F|+ n2) Ω(|F|+ n) Ω(|F|) — —

Table: Comparison of dispersal schemes by communication and storage costs.
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Conclusion
AVID (and improvements)

Reliable Broadcast (and improvements)

AVID-H RB from AVID-H

Near-Optimal AVID BalCCBRB
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Thank you for your attention!

University of Bern
Institute of Computer Science
Cryptology and Data Security Group July 10, 2026
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What did we learn?
Under Byzantine assumptions and an asynchronous communication model we can define a
primitive, Asynchronous Verifiable Information Dispersal (AVID), which leveraging erasure
codes achieves the following properties:

• Termination
• Agreement
• Availability
• Correctness
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What did we learn?
The main goal of AVID is to minimize storage complexity.
Optimizations concentrated also on reducing communication complexity.

Disperse Retrieve Storage
AVID [CT05] O(n|F|+ κn3) O(|F|+ κn2) O(|F|+ κn2)
Near-optimal AVID [Alh+22b] O(|F|+ κn2) O(|F|+ κn) O(|F|+ κn)
Lower bound Ω(|F|+ n2) Ω(|F|+ n2) Ω(|F|+ n2)
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What did we learn?
Using the two protocols of AVID, Disperse and Retrieve, we can always construct a Byzantine
Reliable Broadcast.

Ps

...

τ, f1, π1

τ, f2, π2
τ, fi, πi

τ, fn, πn
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τ

...

τ, fi, πi

SEND ECHO READY

DISPERSE

RETRIEVEUniversity of Bern 4/53



Outline
• Discussion on properties
• Weaker primitives exploiting erasure codes with fragment verifiability
• Integration in consensus protocols
• Applications to Data Availability Sampling (DAS)
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Discussion on properties
1. Retrieval from ANY sufficiently large set

(Implementation-dependant)
• Possible when fragments are echoed;
• Every server holds its fragment after dispersal.

2. Termination guarantees (Agreement property)
• Every server completes dispersal;
• A server is informed a dispersal instance occurred in the network.

3. Retrievability guarantees (Commitment or implementation-dependant)
• Fragments can be verified independently,
• Verification is with respect to the content itself before reconstruction.
• Provides resilience against malicious clients.

4. Certificate of retrievability
• A third party can verify data is available.
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Applications to Consensus
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DispersedLedger
• DisperseLedger [YPAKT22] improves on a HoneyBadgerBFT.
• Asynchronous BFT protocol implementing state machine replication (SMR).
• It decouples the agreement on transaction ordering from downloading the full content.
• It uses a modified version of AVID to increase throughput.
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AVID-M
• Based on the construction of AVID-H [CT05] with Reed-Solomon codes and Merkle trees.

• At the end of Disperse(B), each server outputs and agrees on the root of the Merkle tree.
• Fragments are sent just in the first communication step, from the sender to the server.
• Only later, each server sends its fragments in the retrieve protocol.
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τ, f1, π1

τ, f2, π2
τ, fi, πi

τ, fn, πn
...

τ

...

τ

SEND ECHO READY

DISPERSE
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AVID-M
• Based on the construction of AVID-H [CT05] with Reed-Solomon codes and Merkle trees.
• At the end of Disperse(B), each server outputs and agrees on the root of the Merkle tree.
• Fragments are sent just in the first communication step, from the sender to the server.
• Only later, each server sends its fragments in the retrieve protocol.

Does this construction ensure all AVID properties? Yes

A server re-encodes a decoded file F′, computes the associated Merkle tree. If the new root
r′ ̸= r, the output is ⊥, otherwise, the output is F′ = F.

This consistently occurs in every replica that invokes retrieve.
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• Fragments are sent just in the first communication step, from the sender to the server.
• Only later, each server sends its fragments in the retrieve protocol.

Does this construction ensure all AVID properties? Yes
Let’s think about Correctness ...

A server re-encodes a decoded file F′, computes the associated Merkle tree. If the new root
r′ ̸= r, the output is ⊥, otherwise, the output is F′ = F.

This consistently occurs in every replica that invokes retrieve.
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DispersedLedger – Protocol
Idea: All successfully dispersed blocks are committed to in the next epoch, and from then
on any node can retrieve the block. The fact that nodes can retrieve blocks asynchronously
at any time makes the protocol faster (compared to, e.g., HoneyBadger).

B1 AVID-M1 BA1

B2 AVID-M2 BA2

B3 AVID-M3 BA3

B4 AVID-M4 BA4

B1
B2
B3
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Dumbo-MVBA
Dumbo-MVBA [LLTW20] optimizes the communication complexity of Multi-value Validated
Byzantine Agreement (MVBA), which originally had a communication of

O(n2|v|+ κn2 + n3)

to the near-optimal
O(n|v|+ κn2)

Remainder: The lower bound for communication complexity in asynchronous Byzantine
agreement is Ω(n|v|+ n2) for n > 3f and f ∈ Θ(n).

University of Bern 11/53



Dumbo-MVBA
Dumbo-MVBA [LLTW20] optimizes the communication complexity of Multi-value Validated
Byzantine Agreement (MVBA), which originally had a communication of

O(n2|v|+ κn2 + n3)

to the near-optimal
O(n|v|+ κn2)

Remainder: The lower bound for communication complexity in asynchronous Byzantine
agreement is Ω(n|v|+ n2) for n > 3f and f ∈ Θ(n).

University of Bern 11/53



Dumbo-MVBA
Dumbo-MVBA [LLTW20] optimizes the communication complexity of Multi-value Validated
Byzantine Agreement (MVBA), which originally had a communication of

O(n2|v|+ κn2 + n3)

to the near-optimal
O(n|v|+ κn2)

Remainder: The lower bound for communication complexity in asynchronous Byzantine
agreement is Ω(n|v|+ n2) for n > 3f and f ∈ Θ(n).

University of Bern 11/53



Dumbo-MVBA
Asynchronous Provable Dispersal Broadcast (APDB)

• Introduces a weaker version of AVID.

• It provides a provable dispersal (PD) protocol, and
• a recast protocol (RC).
• APDB ensures the following properties:

• Termination
• Recast-ability
• Provability
• Abandon-ability
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Dumbo-MVBA
Asynchronous Provable Dispersal Broadcast (APDB)

• Introduces a weaker version of AVID.
• It provides a provable dispersal (PD) protocol, and
• a recast protocol (RC).
• APDB ensures the following properties:

• Termination: If a sender Ps is honest and all the honest parties activate PD for ID (without
calling abandon), then each honest server would output store and a valid lock for ID;
moreover, the sender outputs a valid done.

• Recast-ability
• Provability
• Abandon-ability
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Dumbo-MVBA
Asynchronous Provable Dispersal Broadcast (APDB)

• Introduces a weaker version of AVID.
• It provides a provable dispersal (PD) protocol, and
• a recast protocol (RC).
• APDB ensures the following properties:

• Termination
• Recast-ability: If all honest server invoke RC for ID and at least one honest inputs a valid

lock, then: (i) all honest servers recover a common value; (ii) if the sender dispersed a value
v and it has not been corrupted until an honest server had output a valid lock, then all
honest servers recover v. (Recall AVID Correctness)

• Provability
• Abandon-ability
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Dumbo-MVBA
Asynchronous Provable Dispersal Broadcast (APDB)

• Introduces a weaker version of AVID.
• It provides a provable dispersal (PD) protocol, and
• a recast protocol (RC).
• APDB ensures the following properties:

• Termination
• Recast-ability
• Provability: If the sender of a PD with ID outputs a valid done, then at least f + 1 honest

servers output a valid lock.
• Abandon-ability
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Dumbo-MVBA
Asynchronous Provable Dispersal Broadcast (APDB)

• Introduces a weaker version of AVID.
• It provides a provable dispersal (PD) protocol, and
• a recast protocol (RC).
• APDB ensures the following properties:

• Termination
• Recast-ability
• Provability
• Abandon-ability: If every server cannot produce a valid block for ID and at least f + 1 honest

servers invoke abandon, no server would deliver a valid lock for ID.
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Dumbo – APDB
Provable Dispersal (PD)

Ps

...

τ, f1, π1
τ, f2, π2
τ, fi, πi
τ, fn, πn

STORE

Ps

τ, σ1
τ, σ2
τ, σi
τ, σn

STORED

2t + 1

...

τ,Σ

τ,Σ

τ,Σ

τ,Σ

LOCK

Ps

τ, σ′
1

τ, σ′
2

τ, σ′
i

τ, σ′
n

LOCKED

2t + 1

DONE (τ,Σ′)
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Dumbo – APDB
Provable Dispersal (PD)
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DONE (τ,Σ′)

A lock proof consists of a quorum of signatures (Σ) from the parties attesting they have
received and verified a fragment of the dispersed value.
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Dumbo – APDB
Provable Dispersal (PD)
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Communication complexity: O(|F|+ κn)
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DUMBO–APDB
Recast (RC)

Invoke RC

Invoke RC

Invoke RC

Invoke RC

...
...

Σi, fi

SEND
lock and store

v/⊥

t + 1

Communication complexity: O(n|F|+ κn2)
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Dumbo-MVBA
Main protocol

P1

P2

...
Pn

P1

P2

...
Pn

done1

done2

donei

donen

P1

P2

...
Pn

PD1

PD2

PDi

PDn

Election

P1

P2

...
Pn

ℓ
ℓ
ℓ
ℓ

ABAℓ

P1

P2

...
Pn

RCℓ

P1

P2

...
Pn

DISPERSE and LOCK 2f + 1 values AGREE and RECAST value from Pℓ

Communication complexity: O(n|F|+ κn2)
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DispersedSimplex
Simplex [CP23] is a BFT atomic broadcast protocol that
• It ensures safety,
• in periods of network synchrony, liveness.

Simplex allows a block to be finalized in two rounds of voting or otherwise skipped.

DispersedSimplex [Sho24]:
• it applies information dispersal techniques to leader dissemination; and
• it introduces stable leaders.
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DispersedSimplex – Erasure code
• The leader disseminates a payload |F| with a (n− 2t,n)-erasure code.
• Fragment verifiability uses Merkle trees.
• (fi, πi) is a certified fragment at position i.
• A proposal is identified by a tag τ := (|F|, r).
• Every fragment has size |F|

n−2t .
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DispersedSimplex – Data structures
Block (B) is composed of the triple (v, v′, τ), where v is the current slot, v′ the parent

slot and τ an identification tag.

Support share is issued by a party pi on a block B upon receiving a valid certified fragment
(fi, πi). The share includes fi, πi and a valid signature share σi on an object
Support(B).

Commit share is issued by a party pi once the block B has been added to the local block
tree, tracking all the blocks supported so far. The share includes a valid
signature share σi on Commit(B).

Complain share is issued by a party pi if by the time of ∆t it has not yet sent a commit
share. The share includes a valid signature share σi on Complain(B).

Certificates for each share type are objects of the form SuppCert(B, σ), CommitCert(B, σ),
and ComplainCert(B, σ), respectively. They can be assembled upon receiving
n− t shares of the corresponding type. Upon first assembling/receiving the
certificate, a replica broadcasts it.
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DispersedSimplex – Block tree
Each replica adds a block B to the local data structure, block tree, if each of the following
conditions holds:

1. the replica has received a support certificate for the block B;
2. the parent block B′ is present in the block tree, unless B is the genesis;
3. the replica has received n− 2f valid support shares, thereby enabling successful

reconstruction of block B; and
4. additionally, B ̸= ⊥ is valid against a predicate decided by the application layer.

How do we check for successful reconstruction?
A server re-encodes a decoded file F′, computes the associated Merkle tree. If the new root

r′ ̸= r, the output is ⊥, otherwise, the output is F′ = F.

University of Bern 19/53



DispersedSimplex – Block tree
Each replica adds a block B to the local data structure, block tree, if each of the following
conditions holds:

1. the replica has received a support certificate for the block B;
2. the parent block B′ is present in the block tree, unless B is the genesis;
3. the replica has received n− 2f valid support shares, thereby enabling successful

reconstruction of block B; and
4. additionally, B ̸= ⊥ is valid against a predicate decided by the application layer.

How do we check for successful reconstruction?

A server re-encodes a decoded file F′, computes the associated Merkle tree. If the new root
r′ ̸= r, the output is ⊥, otherwise, the output is F′ = F.

University of Bern 19/53



DispersedSimplex – Block tree
Each replica adds a block B to the local data structure, block tree, if each of the following
conditions holds:

1. the replica has received a support certificate for the block B;
2. the parent block B′ is present in the block tree, unless B is the genesis;
3. the replica has received n− 2f valid support shares, thereby enabling successful

reconstruction of block B; and
4. additionally, B ̸= ⊥ is valid against a predicate decided by the application layer.

How do we check for successful reconstruction?
A server re-encodes a decoded file F′, computes the associated Merkle tree. If the new root

r′ ̸= r, the output is ⊥, otherwise, the output is F′ = F.

University of Bern 19/53



DispersedSimplex – Protocol

L

...

τ, f1, π1

τ, f2, π2

τ, fi, πi

τ, fn, πn
...

∆t

B, fi, πi, σi

...

B, σi

n − t

PROPOSE SUPPORT COMMIT/
COMPLAIN

Verify fi
Decode F or

complain

University of Bern 20/53



DispersedSimplex – Observations
• The timeout ∆t is used to send a complaint share in case a correct party hasn’t received

a support certificate and the fragments to reconstruct the block yet.

• No correct process issues both a complaint and a commit share for the same slot.
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Kudzu
• Based on DispersedSimplex;
• Introduces the fast path, i.e., assumes a network with n ≥ 3t + 2p + 1, where if up to t

nodes are corrupt, and up to p can be unresponsive;
• Uses an (t + p + 1)-erasure code;
• Upon receiving n− t− p first (or support) votes, a replica can create a notarization

certificate and send the finalization vote. However, upon receiving the first n− p votes,
it can fast finalize a block.

• A notarization certificate assembled by n− t− p partial signatures encompasses the
contribution of n− 2t− p honest replicas. Given the lower bound of n,
n− 2t− p ≥ t + p + 1;

• Only a block B, and not a timeout, can be fast finalized;
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Solana’s Alpenglow
Goal: reduce the leader bandwidth bottleneck by leveraging the total available bandwidth
at each node and achieving optimal throughput asymptotically.
Model: permissionless, i.e., the number of nodes in the network varies between epochs.
Fault-tolerance: stake-based, i.e., Byzantine node control less than 20% of the stake.
Additionally, other nodes with up to 20% can crash.

The leader of an epoch L disseminates a block B to a subset of Γ < n nodes. The
reconstruction threshold of the erasure codes is set to a value γ that satisfies: Γ

γ > 5
3 .
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Rotor

L

...
...

SEND ECHO

Γ n

• The overhead of the code follows the
fault-tolerant assumption, and, if the
leader is honest, for γ →∞, with
probability one, a slice is received
correctly.

• As overhead approaches infinity, the
latency approaches δ.
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Smart sampling
1 Γ

k

• For each server i with relative stake
ρi >

1
Γ , we fill ⌊ρiΓ⌋ bins (each

corresponding to a relay node), and
calculate the remainder ρ′i = ρi − ⌊ρiΓ⌋

Γ .
Otherwise ρ′i = ρi.

• Calculate a partition of the relative stake
[ρ1, . . . , ρn] into the remaining
k = Γ− Πn

i=0⌊ρiΓ⌋ bins.
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MonadBFT – RaptorCast

L

...
...

SEND ECHO

• It uses rateless codes.

• Potentially infinite.

• The leader produces Np = k× r + n
fragments.

• r is the redundancy factor (packet loss, a
Byzantine assumption on the stake,
necessary extra overhead).

• Verification mainly consists of
authenticating the sender.
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Insights
• With some differences, the consensus protocols considered so far provide a mechanism

to skip a proposal if decoding fails, which captures the presence of a malicious leader.

• Rateless codes applied to a Byzantine setting do not require less redundancy, but
improve latency as decoding is asymptotically linear.

• As a verification strategy all this protocols compose erasure codes with signatures
(from the sender) or computationally-efficient VC such as Merkle tree.

University of Bern 27/53



Insights
• With some differences, the consensus protocols considered so far provide a mechanism

to skip a proposal if decoding fails, which captures the presence of a malicious leader.

• Rateless codes applied to a Byzantine setting do not require less redundancy, but
improve latency as decoding is asymptotically linear.

• As a verification strategy all this protocols compose erasure codes with signatures
(from the sender) or computationally-efficient VC such as Merkle tree.

University of Bern 27/53



Insights
• With some differences, the consensus protocols considered so far provide a mechanism

to skip a proposal if decoding fails, which captures the presence of a malicious leader.

• Rateless codes applied to a Byzantine setting do not require less redundancy, but
improve latency as decoding is asymptotically linear.

• As a verification strategy all this protocols compose erasure codes with signatures
(from the sender) or computationally-efficient VC such as Merkle tree.

University of Bern 27/53



Applications to Storing Blockchain Data
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The Blockchain Data-Availability Problem
• Blockchain platforms (most prominently Ethereum) do not have enough capacity

=⇒ Separation between Layer-1 and Layer-2 networks
• Layer-2 networks (Arbitrum, Base, Starknet . . . ) execute transactions fast
• Post only condensed state updates to Layer 1
• Where can the transaction data from the Layer 2 be found?

• Modern consensus algorithms decouple data dissemination from ordering
=⇒ Block dissemination is removed from the critical path of consensus

• Order is established over cryptographic references to blocks
• How are the blocks with transaction stored?

• Dedicated services for data availability resolve both issues
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Vote-based Data Availability

Ps PrDisperse Retrieve

Validate

Certificate of Availability

<post on blockchain>
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Information Dispersal
with Provable Retrievability for Rollups

• Nazirkhanova et al. [NNT22] propose a weaker version of AVID thought for data
availability use cases. They introduce Semi-AVID-PR, namely a weaker version of AVID
with provable retrievability.

• Semi-AVID-PR does not have session identifiers, but leverages binding commitments to
link the data between invocations of dispersal/retrieval.

• The content-based paradigm shift allows to unequivocally identify what has been
stored.
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Semi-AVID-PR – Protocol

Ps

...

Ps

τ, f1, π1
τ, f2, π2
τ, fi, πi
τ, fn, πn

τ, σ1
τ, σ2
τ, σi
τ, σn

STORE VERIFIED
and

STORED

Post on chain (τ,Σ)

How does Semi-AVID-PR guarantees retrievability?
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Semi-AVID-PR

Da
ta

j

k

a
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Semi-AVID-PR – KZG Commitments

1 KZG.Commit(fj(X))→ Cj
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Semi-AVID-PR – KZG commitments

Da
ta

j

k

a

1

C1 . . . Cj Ck

Commitments
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Semi-AVID-PR – Encoding

2 RS.Encode(fi1,...,fk)
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Semi-AVID-PR – Encoding

Da
ta

i

1

C1 . . . Ci Ck

Commitments

2

Ch
un

k
h
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Semi-AVID-PR – Commitment on the chunk
3 KZG.Commit(̂fh(X))→ Ĉh
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Semi-AVID-PR – Commitment on the chunk

Da
ta

j

k

a

1

C1 . . . Cj Ck

Commitments

2

Ch
un

k
h

n

Ĉh

3
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Semi-AVID-PR – Encode KZG vector
4 [RS.Encode(C1, . . . ,Ck)]i → eh
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Semi-AVID-PR – Encode KZG vector

Da
ta

j

k

a

1

C1 . . . Cj Ck
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Semi-AVID-PR – Verification

Da
ta

j

k

a

1

C1 . . . Cj Ck

Commitments

2

Ch
un

k
h

n

eh
?
= Ĉh

3

4
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Data Availability Sampling (DAS)
• It allows clients to verify availability of data provided by an untrusted source,
• only by sampling random positions of the encoded data.
• Over multiple verification, a client can recover the data.
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Data Availability Sampling (DAS)

Ps PrDisperse Retrieve
(full nodes)

V1 V2 V3 V4

Verify
(light clients)

✓ ✓ ✗ ✗

Extract→ F
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Data Availability Sampling – Definition
Components
• Disperse(F)→ (D, [f1, . . . , fn]); produces a commitment to and an encoding of F
• Verify(D)→ (b, tran); interactively verifies with storage nodes if fragment(s) from

encoding match commitment, outputs success b and transcript tran from interaction.
• Extract(D, tran1, . . . , tranℓ)→ F or ⊥; reconstructs F from successfully verified

transcripts.
• Retrieve(D)→ F or ⊥; interactively reads sufficiently many fragments from storage

nodes to reconstruct F.
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DAS – Properties
Completeness: If Encode(F)→ (D, [f1, . . . , fn]), and Verify(D) accesses [f1, . . . , fn] and outputs
∀i ∈ [ℓ], bi = 1 and trani, then Extract(D, [tran1, . . . , tranℓ]) = F.

Soundness: Given transcript tran from successful verification, with enough storage nodes,
Extract(D, [tran1, . . . , tranℓ]) returns a file F consistent with commitment D.

Consistency: Given any two sets of transcripts (tran1, i)ℓ1
i and (tran2, i)ℓ2

i from successful
verification, with enough storage nodes, Extract(D, [tran1,1 . . . , tran1,ℓ1 ]) returns a file F1
consistent with F2 output of Extract(D, [tran2,1 . . . , tran2,ℓ2 ]).

Remarks
• Multiple verifiers act independently
• No correct majority among storage nodes needed (for sampling)
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PeerDAS – Ethereum’s DAS Protocol
• Each blob consists of 4096 field elements: 64 cells of 64 field elements each.

cell
blob
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PeerDAS
• Each blob is extended to double its size using an MDS code, e.g., Reed-Solomon.
• A KZG commitment is used to commit to the polynomial resulting from the encoding

procedure of degree < k.

cell
blob

extended blob
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PeerDAS – Full block
• Each subnet gets a column.

cell
blob

extended blob

j-th subnet

i-th codeword
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PeerDAS – Sampling example

tran1
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PeerDAS – Sampling example

tran1 tran2
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PeerDAS – Sampling example

tran1 tran2 tran3
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PeerDAS – Sampling example

tran1 tran2 tran3 tran4
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PeerDAS – Sampling example

tran1 tran2 tran3 tran4

Once a client gets half of the evaluation points on each row, it can reconstruct the
corresponding data.
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Thank you for your attention!

University of Bern
Institute of Computer Science
Cryptology and Data Security Group July 10, 2026
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